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Ransomware has developed into various new variants every year. One type
of ransomware is STOP/DJVU, containing more than 240+ variants. This
research to determine changes in differences characteristics and impact
between ransomware variants STOP/DJVU remk, which is a variant from
2020, and the erqw variant from 2023, through a mixed-method research
approach. Observation, simulation using mixing static and dynamic malware
analysis methods. Both variants are from the Malware Bazaar site. The total
characteristics based on dynamic analysis, the remk variant has 177, and the
ergw variant has 190, which increased by 1.8%. The total characteristics
based on static analysis, the remk variants have 586, and the erqw variants
have 736, which increased by 5.7%. All characteristics from remk to erqw
increasing in dynamic analysis, except the number of payloads that
decreased about 20%. In static analysis, all characteristics from remk to
ergw increase except the number of sections decreased about 1.5%. It can be
the affected CPU performance, because the remk variant affects performance
by increasing CPU work by 3.74%, while the erqw variant affects
performance by reducing CPU work by 1.18%, both compared with normal
CPU. which will affect the ransomware's destructive work and require
changes in its handling.
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1. INTRODUCTION

The Internet has become an important thing for world society. Widespread use of the internet creates
security gaps that have the potential to endanger users. Attackers use various techniques to obtain
information from victims [1]. Security gap attacks involving software created to steal information or
commonly called malicious software (malware) [2]. The development of malware, including viruses and
worms, has increased significantly with the increasing number of Internet users involved in daily email
communications, and this cannot be separated from the existence of anti-malware software [3], [4]. The
increasing number of malwares that commits crimes is a big challenge for digital forensic researchers to carry
out malware analysis to identify, find out and develop techniques to detect this malware [3], [5]. Malware
analysis as a multi-step process that provides insight into the structure and function of malware, determining
its motives and functionality. Apart from that, it is also to get complete information about the capabilities of
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malware so that can be aware of the impact of damage or data theft that can be carried out by malware
[2], [6]-[8]. There are two ways that have been widely implemented to carry out malware analysis, namely
static and dynamic analysis [8], [9].

Ransomware is considered one of the most dangerous malware variants [10], [11]. It is a type of
malware that prevents users from accessing or restricts their access to a system or files, either by locking the
screen or by encrypting files, to the point of demanding a ransom [12]-[14]. Ransomware STOP/DJVU is the
most common family of ransomware viruses and has many variants, and every year many new variants
emerge from this ransomware family. STOP/DJVU, a family of ransomware viruses containing more than
240+ variants [15]. This ransomware is most commonly injected into repackaged installers, and spreads via
email with malicious attachments, misleading downloads, exploits, web injectors, and so on [16]. One of the
STOP/DJVU variants is the remk and erqw variants on the Malware Bazaar site. Based on this site, the erqw
variant is the newest variant of the STOP/DJVU variant compared to the remk variant.

The aim of this research was to analyze the Ransomware STOP/DJVU variants remk and erqw, to
obtain differences in the characteristics of these two variants, as well as changes in characteristics from the
previous variant to the latest variant. Knowledge of these characteristics is to obtain information in order to
overcome attacks and describe exactly how both ransomware works. Apart from that, it is also to find out the
impact of the ransomware remk and erqw variants on the victim's computer.

2. RESEARCH METHOD

This research is a mixed research, with a mixed-method research approach. It is a combination of
qualitative methods and quantitative methods. The data collection technique used in this research is
observation method (observation) with the malware analysis method, namely the dynamic analysis method to
analyze behavior and the static analysis method to analyze internal structure.

2.1. Dynamic analysis

Dynamic analysis is the process of analyzing the behavior or actions carried out by an application
when executing usually in a virtual environment [3], [17]. The static executable analyzer process can only
reveal some information about the malware, but running the malware and examining its behavior at
runtime provides more insight and improves the ability to identify malware [18], [19]. The dynamic
analysis stage includes analysis using the hybrid analysis tool and running samples of both STOP/DJVU
variants directly in the virtual lab, to obtain indicator data for the hybrid analysis tool, URL, payload,
registry changes, and virtual lab CPU performance. An active approach is carried out by executing
ransomware code. The ransomware code is executed under a controlled environment, and the features
captured by the controlled environment.

2.2. Static analysis

Static analysis is analyzing software without executing it. These techniques can be applied to
various parts of a program [20]. In this static analysis method, the malware file will not be activated directly
but will instead be traced, researched, and analyzed against the source code written in the malware program.
As a result, the obtained information is very complete. It can provide a very detailed picture of the overall
working mechanism of the malware [21], [22]. The static analysis stage includes disassembling and
unpacking samples of both STOP/DJVU variants and file-based heuristic analysis of the results of the
disassembly and unpacking, to obtain data sections, DLLs, functions, signatures, and strings on the internal
parts of the samples. The passive approach is carried out without executing the ransomware code.

2.3. Ingredients and stages

The stages carried out include studying and collecting various information related to the malware to
be researched. This including the literature study and data collection from both samples of the STOP/DJVU
variant, in the form of identification data and basic information about the ransomware, initial registry data
and normal computer CPU performance data. In static analysis, we will trace the work of the ransomware
and observe the source code using programs such as program analyzer, debugger, and disassembler [3]. Next,
dynamic analysis of the virtual lab experimental environment, the ransomware is executed and traces what
happens in the virtual lab environment [17], [23]. Set up virtual lab is the preparation of two research
environments in the form of a virtual lab which includes virtual machines, tools, and research materials. Two
virtual labs are dedicated to researching each STOP/DJVU variant. Both virtual labs are made isolated from
the host computer (not connected to a network or shared folder) to prevent the STOP/DJVU ransomware
from escaping the virtual lab and infecting the host computer. The flow of this research is shown in Figure 1.
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Figure 1. Research flow

Because the virtual lab is not connected to a network, this research focuses on the STOP/DJVU
ransomware encryption attack offline [9], [15], [24]. Table 1 shows the software used in this research. The
STOP/DJVU ransomware samples are the material used in this research, in the form of STOP/DJVU erqw
and remk variants samples. The evaluation stage is a documentation and comparison stage between the
results of the dynamic analysis stage and static analysis of the two STOP/DJVU variants. The information
obtained from the evaluation then analyzed as a reference for drawing conclusions. These samples were
selected based on the reporting date of the variant samples on the Malware Bazaar site:

a) The erqw variant is the latest variant reported in February 2023.
b) The remk variant is the oldest variant that can be downloaded from the Malware Bazaar site, which was
reported in March 2020.

Table 1. Software used in research
Name Function
Oracle VM virtual box  Virtual machine simulator
Malware bazaar Source of STOP/DJVU ransomware samples

Hybrid analysis Online and automated malware analysis tool

IDA pro Disassembler/malware sample unloader

Process hacker Displays the performance of the entire system on the computer
Regshot Snapshot tool and analysis of registry changes

XPEViewer Analysis of PE structure and components

PEId Estimating the presence of packers
PE view Shows the structure of PE components
Unpacme Opens hidden files in PE files

3. RESULTS AND DISCUSSION
3.1. Dynamic analysis results

The results of the dynamic analysis process show that the erqw variant has more features and
characteristics than the remk variant, including,

a) The results of the analysis using hybrid analysis tools are based on the number of indicator appearances
in the observation. The remk variant has 28 types of indicators with 4 indicator variations and 121
indicator instances while the erqw variant has 29 indicator types with 5 indicator variations and 135
indicator instances, as shown in Table 2.

Table 2. Indicators, indicator variations, indicator instances on both STOP/DJVU variants

Tools results Remk  Ergw
Number of indicators 28 29
Instance indicator 121 135
Indicator variations 4 5
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Hybrid analysis tools also found that both STOP/DJVU variants access the same URL to check
whether the victim's device is in the “whitelist” region, namely,

| api.2ip.ua/geo.json |

However, both STOP/DJVU variants access different URLs to download their payloads. Remk variants
access,

nokd.top/ydtftysdtyftysdfsdpen3/get.php

Whereas erqw variant accesses,

bihsy.com/test1/get.php

b) Hybrid analysis tools also found that the remk variant uses 7 types of payloads, while the erqw variant
uses 3 types of payloads, as shown in Table 3.

Table 3. Payload on both STOP/DJVU variants

Remk variant  Ergw variant Function
icalcs.exe icalcs.exe  Modify file permissions so that ransomware files cannot be deleted
updatewin.exe - Fake windows update window
updatewinl.exe - Disable windows defender & task manager
updatewin2.exe - Modify the hosts file to prevent access to security sites
3.exe - Remote accessto control the victim's PC
4.exe - Not known
5.exe build2.exe  Data stealer trojan

build3.exe  Encrypts the victim's files

¢) Analysis using the Regshot tool resulted in 17 registry changes caused by the remk variant and 18
registry changes caused by the erqw variant, as shown in Table 4.

Table 4. Registry changes in both STOP/DJVU variants
Tools results  Remk  Ergw
Registry 17 18

Registry changes due to these two variants occurred in the same 17 registers, only 1 more registry was
different due to the erqw variant. One registry for SysHelper in the erqw variant, namely,

HKU\S-1-5-21-3996184357-4032267556-3958518104-500\Software\Microsoft\Windows\Current Version\
SysHelper: 0x00000001

d) Figure 2 is a graph of the progress a normal computer's CPU performance with the two virtual labs.
Figure 2 shown, both samples of STOP/DJVU ransomware activate at random intervals. The difference
from activation intervals: the remk variant operates within shorter intervals, whereas the erqw variant
operates over relatively longer intervals compared to the remk variant. In the observed intervals, the
process of the erqw variant results in CPU performance falling below that of the remk variant and
normal CPU conditions. Conversely, the remk variant process causes CPU performance to exceed
normal CPU conditions.

e) The analysis is using process hacker tools with observation of 60 data per second with normal scenarios,
the remk variant infection, and the erqw variant infection. Observations found that the remk variant
resulted in an average of 34.951% virtual lab CPU usage, while the erqw variant resulted in an average
of 30.037% virtual lab CPU usage, compared to normal CPU usage performance of an average of
31.213%. This means that the remk variant results in an increase in CPU usage of up to 3.74%, while the
erqw variant results in a decrease in CPU usage of up to 1.18%. As shown in Table 5.
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Figure 2. Graph of the progress of the normal computer CPU performance and the two virtual labs

Table 5. CPU performance changes in both virtual labs
Variant  Total CPU usage (%) CPU average usage (%)

Normal 1,872.78 31.213
Remk 2,097.06 34.951
Erqw 1,802.22 30.037

3.2. Static analysis results

a)

The results of the static analysis process show that,
The remk variant has a PE section of 8 sections, while the erqw variant has 5 sections, as shown by the
XPEViewer tool for STOP/DJVU remk variant, in Table 6. As shown by the XPEViewer tool for
STOP/DJVU ergw variant in Table 7, Figure 3 shows that the XPEViewer tool results show that four
sections in the erqw variant only contain empty hex values.

Table 6. Section on STOP/DJVU remk variant
Virtual addresses  Memory map address  Sections

- 00400000 PE Header
00001000 00401000 text
000a1000 004a1000 .rdata
000a5000 004a5000 .data
00156000 00556000 .gopawo
0015a000 0055a000 .pey
0015b000 0055b000 .yaxu
00164000 00564000 .kadaxu
00166000 00566000 .Isrc

Table 7. Section on STOP/DJVU ergw variant
Virtual addresses  Memory map address  Sections

- 00400000 PE Header
00001000 00401000 text
00012000 00412000 .data
00117000 00517000 .rsrc
00119000 00519000 .reloc

.gopawo 00003b88 00156000  00003c00  000a5200 0000
pey 00000357  |0015a000 00000400 0002800 0000
Jyaxu 00008734 00156000 00008800 00029200 0000
Jeadaxu 00001400 00154000 00000800  000b1a00 0000
_i-lex

EOO 00 00 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00
00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00
00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00
00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 OO OO0 OO0 OO0 00 Q0 Q0 00 00 00

Figure 3. Section containing empty hex values
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b) Both variants have the same number of DLLsS, namely 2 DLLs in the form of kernel32.dll and
user32.dll, as shown by the XPEViewer tool in Table 8.

Table 8. DLLs on STOP/DJVU remk and ergw variants
Variant hash etc
Remk  c3lebcl2  kernel32.dll
ebch8781 user32.dll
Ergqw  5b374031  kernel32.dll
723077ec user32.dll

¢) The ergw variant has total 122 functions with 56 unique functions. The remk variant has total 101
functions with 36 unique functions. Table 9 is a comparison total functions and unique functions.

Table 9. Number of functions and uniq functions in both STOP/DJVU variants
Tools results Remk Ergw
Function 101 122
Function unique 36 56

d) Analysis of the XPEViewer tools shows that both variants have the same number of signatures, which is
the two types of signatures in the form of the TEA encryption algorithm and anti-debug. Table 10
shows the signatures of the two STOP/DJVU variants.

Table 10. Signature on both STOP/DJVU variants

Variant  Address Signature
Remk 0040102b  TEA encryption/decryption (0xc6ef3720 0x9e3779b9)
00424926 anti-debug: IsDebuggerPresent
Erqw 00404bfé  TEA encryption/decryption (0xc6ef3720 0x9e3779b9)
419912 anti-debug: IsDebuggerPresent

e) The analysis of the XPEViewer tools also shows that the remk variant contains 437 strings while the
erqw variant contains 549 strings. Both strings are filled with lots of information in the form of random
strings, sections, functions, DLLs, runtime type identifiers (RTTI), and error messages. Table 11 shows
a comparison of the number of strings in the two STOP/DJVU variants.

Table 11. Number of second strings of STOP/DJVU variants
Tools results  Remk  Erqw
Strings 437 549

f)  The process of unpacking the two STOP/DJVU ransomware variants using the unpacme tool found
child files hidden in the ransomware executable file as in Figure 4.

a2 Unpacked Children

6e236b4ab9a245517db067cle3162846ef3b507be215cf57fcd2daf716654ffa

x32 exe 1.1 ME 23,/09/201%

Figure 4. Unpacking child file STOP/DJVU ransomware

Regarding the child files, the two variants have completely the same characteristics. There are only
differing in hash identification as shown in Table 12. These two child files have the following characteristics:
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— 5 PE sections, which include PE header, text, rdata, data, and rsrc.

— 16 types of DLLs with 236 functions which have different functions as in Table 13.

— 58 signatures, which include 54 encryption algorithm hints, 3 encoding hints, and 1 anti-debug.

- 5974 strings, which contain random strings, application process hints, encryption algorithms, RTTI,
error messages, functions, and DLLSs.

Table 12. Identification of hash child files both STOP/DJVU variants

Child file variant SHA256 MD5 SHA1
Remk 6e236b4ab9a245517db067c1e3162846ef3 12f4252bae0fa860b95a38895a131 042ad1862c¢01338ed5778dbf7chffe
b507be215cf57fc42daf716654ffa d23 cda41646f5
Erqw da98afa9307186hb8c28507a3bb53f80ef8b 37abc9bcf8951210db525f9ef601b 979b880e53e3da8371bdece613ed05
€98¢929553e6748f320719fd188fd 0d664ab75ee 53

Table 13. DLL in the second child file of the STOP/DJVU variant and its function
ETC FUNCTION
RPCRT4 Generate UUID code
MPR Collect information about internet resources
WININET Access the internet to whitelist check & download payload
SHLWAPI File path finding & checking
ADVAPI32 Encryption and registry modification
SHELL32 Executes ransomware files & their payloads
IPHLPAPI Read internet adapter info
DNSAPI  Calculates and frees memory allocated for DNS
CRYPT32 Converts a string to a byte array
WINMM  Communication and control of multimedia devices (speakers, joysticks)
KERNEL32 Essential functions to run the program
USER32  Stores functions related to the user interface
ole32 Object linking & embedding
OLEAUT32 Installer setup settings
WS2_32  Provides TCP/IP networking
GDI32  Performs primitive drawing functions for output to video displays and printers

All data were generated from the analysis stage. An outline of the data resulting from dynamic
analysis and static analysis is made. Once, all the information has been obtained, the percentage difference in
each characteristic item between the remk variant and the erqw variant is calculated using the formula. These
percentages areas as shown in Tables 14 and 15, as well as Figures 5 and 6.

Percentage difference: _m_'[’:' (D)
(a+b)/2

Information,
— a=ransomware data value a
— b =ransomware data value b

Table 14. Percentage characteristics of dynamic analysis results

Data Variant Percentage difference (%)
Remk Ergw
Number of indicators 28 29 0.9
Indicator instance 121 135 2.7
Indicator variations 4 5 5.6
Registry changes 17 18 14
Payload amount 7 3 -20
Total characteristics of dynamic analysis 177 190 1.8

Table 15. Percentage characteristics of static analysis results

Data Variant Percentage difference (%)
Remk  Ergw
Sections 8 5 -1.5
DLLs 2 2 0
Function 101 122 4.7
Function unique 36 56 10.9
Signature 2 2 0
Strings 437 549 5.7
Total characteristics of static analysis 586 736 5.7
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Based on the percentage results above, on dynamic analysis, the characteristics of the latest variant
of the erqw ransomware are more numerous than remk variant. Overall, from total characteristics in the
dynamic analysis, the percentage comparison, remk 1.8% more than erqw, and in the static analysis,
the percentage of comparison, remk 5.7% more than erqw. However, the dynamic analysis results found that
the number of payloads in erqw variant was less than the remk variant, decreasing about 20%, and the static
analysis results found that the number of sections in erqw variant was less than the remk variant,
decreasing about 1.5%. Based on this, it is estimated that erqw will affect CPU usage performance on the
victim's computer.

4. CONCLUSION

The results of dynamic analysis and static analysis show that the erqw variant has a greater
percentage of characteristics than the remk variant. The difference in dynamic analysis is 1.8%, while the
difference in static analysis is 5.7%. So, the change in the STOP/DJVU ransomware variant from remk in
2020 to erqw in 2023 will result in an increase in characteristics of up to 7.5% which will affect the
ransomware's destructive work and require changes in its handling. Dynamic analysis increasing total of
indicators, indicator instances, indicator variations, registry changes, but the number of erqw variant payloads
decreased from remk variant. Static analysis increasing functions, function variations, number of strings.
While the number of DLLs, the number of signatures remains the same. However, the number of sections in
the erqw variant has decreased from remk variant. The remk variant resulted in an increase in CPU work of
3.74%, while the erqw variant resulted in a decrease in CPU work of 1.18% compared to CPU performance
under normal conditions.
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