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Medicare fraud, costing $54.35 billion in improper payments in 2024,
undermines U.S. healthcare by draining resources meant for vulnerable
populations. Traditional detection methods struggle with reactive designs,
high false positives, and reliance on scarce labeled data, exacerbated by a
0.017% fraud prevalence. This paper proposes a dual-model machine
learning framework to tackle these challenges. Unsupervised anomaly
detection uses cluster-based local outlier factor (CBLOF) and empirical
cumulative outlier detection (ECOD) to identify novel fraud patterns across
37 million records. These findings are validated by the list of excluded
individuals/entities (LEIE). Supervised classification, with C4.5 decision
trees and logistic regression, refines these anomalies using an 80:20
balanced dataset, reducing false positives by 63%. Key innovations include
hybrid sampling to address class imbalance, LEIE integration for labeled
validation, and parallelized processing of 2.1 million claims hourly.
Achieving an area under the curve (AUC), a measure of model accuracy, of
88.3%, this approach outperforms single-model systems by 24%, blending
exploratory detection with actionable precision. This scalable, interpretable

framework potentially advances fraud detection, safeguarding public funds
and Medicare’s integrity with a practical, adaptable solution for evolving
threats.
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1. INTRODUCTION

Medicare fraud, costing $54.35 billion in improper payments in 2024 [1], undermines U.S.
healthcare by draining resources for vulnerable populations. Traditional fraud detection systems, relying on
rule-based audits or supervised machine learning, face critical limitations. Brennan [2] highlighted the class
imbalance crisis, with fraudulent cases comprising only 0.017% of claims, leading to high false negative rates
(over 40%) in supervised models. Statistical methods, as noted by Bolton and Hand [3], struggle to adapt to
evolving fraud patterns, missing novel schemes.

Recent unsupervised approaches, such as Gresoi et al. [4], lack labeled validation, resulting in high
false positives [5], while scalability issues hinder processing large datasets like the 37 million Medicare
claims [6]. Our dual-model framework addresses these gaps by integrating unsupervised anomaly detection
(cluster-based local outlier factor (CBLOF) and empirical cumulative outlier detection (ECOD)) with
supervised classification (C4.5 decision trees and logistic regression), leveraging list of excluded
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individuals/entities (LEIE) validation [7] and hybrid sampling to mitigate class imbalance. This approach
reduces false positives by 63% and processes 2.1 million claims hourly, offering a scalable, interpretable
solution for real-world deployment.

Limitations of traditional detection methods

Traditional fraud detection systems are widely used but have their limitations. They rely on rule-

based audits or supervised machine learning, which can lead to three critical flaws:

— Reactive design: reactive design focuses on known fraud patterns but misses new schemes.

—  High false positives: over 70% of flagged claims are legitimate, wasting investigative resources.
—  Label dependency: supervised machine learning requires costly, scarce labelled data.

While recent studies demonstrate machine learning potential using Medicare claims data, they face a
fundamental barrier: extreme class imbalance, where fraud cases comprise a mere 0.017% of records. This
tilt forces the models towards the majority class, yielding high false negatives and rendering many systems
operationally impractical.

A dual-model machine learning approach

This paper introduces an innovative dual-model machine-learning framework that addresses these
challenges:
i)  Unsupervised learning for novel pattern discovery

—  Models: CBLOF and ECOD algorithms.

— Input: medicare provider utilization and payment data (37M+ records) [6].

— Role: cast a wide net to detect anomalies across 50+ features (e.g., charge ratios, service velocity).
—  Validation: Pseudo-labels from the LEIE.

ii)  Supervised learning for high-confirmation classification

—  Models: C4.5 decision trees and logistic regression.

— Input: top anomalies flagged by unsupervised models and LEIE [7].

—  Role: refine predictions using under sampled, balanced data (80:20 non-fraud: fraud).
—  Outcome: reduce false positives by 63% compared to pure unsupervised methods.

In summary, the dual model approach presented here not only detects more fraudulent Medicare
claims but brings new techniques for dynamic thresholding and network-based feature engineering. These
are to overcome the existing methods and to have a more adaptive and accurate tool to protect public
money and Medicare.

2.  LITERATURE REVIEW AND THEORETICAL FOUNDATION
2.1. Gaps in existing research

There are two main limitations to machine learning's application to provider utilization and
payment data. One is the “class imbalance crisis”. Fraudulent cases make up just 0.017% of Medicare
records. That means traditional models trained on this skewed data tend to be biased toward the majority
class [4]. As a result, they produce unacceptably high false negative rates (over 40%). This issue makes
many systems operationally ineffective: they either fail to flag genuine fraud or overwhelm investigators
with false alerts.

Another limitation is the overreliance on labeled data. Supervised machine learning approaches
depend on costly, hard-to-come-by datasets with fraud labels [8] (Medicare claims fraudulent payment data is
not publicly available or accurately derivable from existing content management system (CMS) datasets).
Unsupervised methods lack the tools to validate anomalies against real-world fraud indicators [2]. This paper
addresses these gaps through three key innovations. These innovations pave the way for a detailed
methodology combining practical algorithms and data integration, outlined next.

2.2. Key innovations

First step is to develop a hybrid sampling strategy [9] to mitigate class imbalance. This approach
combines random under sampling (retaining 100% of fraud cases while reducing non-fraud samples to an
80:20 ratio) with cost-sensitive learning [10] (penalizing misclassified fraud cases five times more than
non-fraud during training). This method aligns with the weighted loss framework in imbalanced learning by
minimizing risk (R):

R= azi eFraud(L(yl" 91) + (1 - a)) Zi eNon—Fraud(L(yl': 91))
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Where weight o =0.8 prioritizes fraud recall, we can reduce the risk of false negatives with this function
(yirepresents true label and §; represents predicted label in loss functions (L)).

Second, we integrate Medicare claims with the LEIE using national provider identifiers (NPIs). This
merged dataset creates a labeled benchmark for validation. This step is a form of semi-supervised learning
where LEIE labels act as “anchors” to guide unsupervised anomaly detection.

Third, we use parallelized batch processing across GPU clusters to enable real-time analysis of 2.1
million claims per hour. This batch processing applies MapReduce principles [11] to distribute anomaly
scoring tasks. It reduces runtime complexity from O(n2) to O(n log n).

2.3. Why this approach matters

A dual-model architecture can achieve outcomes that a single-model architecture cannot. This
hybrid framework bridges the gap between exploratory data analysis and actionable intelligence. It addresses
a core challenge in fraud detection: the tension between discovering new fraud patterns and minimizing
investigative overhead.
—  Unsupervised components detect emerging fraud patterns (e.g., COVID-19 billing spikes).
—  Supervised models validate findings with 88.3% area under the curve (AUC) accuracy, prioritizing

cases for further audits

2.4. Theoretical contributions
Our theoretical contributions include:

— A fraud signature hypothesis [6] showing engineered features like charge ratio and service velocity
encodes universal fraud patterns invariant to provider specialty.

—  Anomaly-aware supervised learning [12] introduces a paradigm where unsupervised anomaly scores
enhance supervised feature spaces, improving model calibration.

—  This work advances the theoretical underpinnings of healthcare fraud detection while providing a
scalable blueprint for real-world deployment. These theoretical advancements set the stage for a
practical methodology, detailed next, that combines robust algorithms with real-world data integration.

3. METHOD

In this section, we build on the initial white paper sections to explore the integration of datasets,
methodological framework, the hybrid model's stages, and theoretical contributions in detail, ensuring a
thorough understanding for researchers and practitioners in healthcare fraud detection.

3.1. Data sources and integration

As mentioned in previous sections, the foundation of this study lies in two important datasets. Each
one serves a distinct yet interconnected role in addressing the dual challenges of scalability and validation in
Medicare fraud detection. Medicare provider utilization and payment data: this dataset covers 2019 to 2022
and includes over 37 million records from about 1.2 million healthcare providers. It offers a granular view of
billing behaviors and service utilization, with key variables such as:
—  Payment metrics-contains total medicare payment amounts, allowed amounts, and standardized charges

(adjusted for geographic pricing variations).
—  Service patterns-provides insights into trends through the volume of services offered, stratified by
beneficiary demographics like age and gender.

—  Provider specialties: categorical classifications such as cardiology, dermatology, enables analysis by field.

LEIE: this dataset, maintained by the U.S. Department of Health and Human Services, lists
providers barred from Medicare participation due to fraudulent activities. We match NPIs from the medicare
dataset with those in LEIE. Providers with matching NPIs are labeled as fraudulent, creating a gold-standard
validation set. This linkage gives us a fraud prevalence of about 0.017% - or a 1:2,000 class ratio (fraud to
non-fraud). This merged dataset is critical for supervised learning validation.

Integrating these datasets bridges the gap between unlabeled claims data and labeled fraud cases.
This dataset merging process addresses the scarcity of labeled data in fraud detection. However, the exact
number of fraud cases (around 1,850 in supervised classification) suggests the supervised stage uses a subset
of top anomalies-not the entire dataset. This subset strategy aligns with the hybrid approach's design.

3.2. Hybrid framework for robust detection
Our proposed methodology uses a two-stage hybrid framework. Unsupervised anomaly detection is
combined with supervised classification to balance sensitivity (detecting all potential fraud) and precision
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(minimizing false positives). This approach is particularly well-suited in this Medicare claims payment
context, where fraud patterns evolve and labeled data is inadequate.
Stage 1: Unsupervised anomaly detection

The first stage focuses on identifying broad fraud patterns without relying on labeled data by
leveraging two algorithms, ECOD [13] estimates the underlying distribution of each feature using empirical
cumulative distribution functions (eCDF). Anomalies are identified as observations in the tails of these
distributions. The anomaly score is computed as:

ECOD(x) = T [(F;(x) -log (Fy(x)) + (1 — F;(x))] - log(1 — Fi(xi))]

where Fj is the eCDF for the (i)-th feature (in other words, F; tracks each feature’s distribution), ECOD excels
at detecting global outliers, such as systemic overbilling across all specialties, but may miss local anomalies
within specific cluster.

CBLOF [14]: this algorithm first clusters providers by specialty using k-means clustering,
with k =150 chosen based on domain knowledge or clustering analysis to reflect the diversity of medical
fields. It then computes outlier scores based on the distance to the cluster centroid and the cluster size
using the formula:

CBLOF (p) = size(C) X distance (p, centroid(C))

For a provider (p) in the cluster (C). CBLOF is particularly effective at detecting specialty-specific
anomalies, such as aberrant cardiology charges, but its performance depends on the quality of cluster
definitions.

To leverage both global and local perspectives, anomaly scores from ECOD and CBLOF are
combined using a weighted average of 60% to CBLOF and 40% to ECOD. This weighting prioritizes
specialty-specific patterns while retaining sensitivity to systemic outliers, reflecting a strategic balance based
on preliminary analysis or expert judgment. To illustrate the workflow of this unsupervised stage, Figure 1
depicts how ECOD and CBLOF combine to detect global and specialty specific anomalies guiding the
subsequent supervised classifications.

CBLOF (Cluster-Based Local Outlier Factor) ECOD (Empirical Cumulative Distribution Outlier
Anomalies Detection Detection) Anomalies Detection
®
(¢}
? o (o] 4000

20000 o
40000

Figure 1. Unsupervised models anomaly detection - ECOD and CBLOF in stage 1

3.3. Feature engineering

To boost the detection capabilities, we have created several domain-specific features that directly
target known fraud indicators in healthcare billing:
— Charge ratio [15] highlights potential overbilling, where providers charge more than the reasonable cost.

. Total payments
Charge ratio = ——L2772
Allowed amount

— Service velocity [3] measures the intensity of service provision per beneficiary, flagging excessive or
unnecessary treatments (service velocity measures the rate of services per beneficiary).
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Features like ‘service velocity” and ‘charge ratio’ help identify universal fraud patterns, for example,
if the charge ratio is greater than 1, it may indicate overcharging issues.

Services rendered

Service velocity = —
Total no. of beneficiaries

Stage 2: Supervised classification

The second stage refines the anomalies detected in stage 1 into high-confidence fraud predictions,
addressing the severe class imbalance (0.017% fraud prevalence in the original dataset). The process
involves, class imbalance mitigation: random under sampling is employed, retaining all identified fraud cases
(N=1,850) and reducing non-fraud cases to achieve an 80:20 non-fraud: fraud ratio. This means selecting
7,400 non-fraud cases (since 80:20 implies four non-frauds for every one fraud, and 4x1,850=7,400),
preserving critical minority-class information without introducing synthetic data noise from oversampling
techniques like the synthetic minority oversampling technique (SMOTE) [16].

3.4. Supervised algorithms
C4.5 decision tree [17]: this algorithm constructs interpretable decision trees using information gain,
with splits chosen to maximize,

. S
Gain($,4) = Entropy(S) = Zoevatesta) 2 - Entrophy(Sv)

(S represents entire provider dataset, while A indicates an attribute of the dataset that is being evaluated, S, is
partitioned data based on the attribute A). Its strength lies in human-readable rules, ideal for auditing, though
it may overfit rare fraud patterns.

1
1+ e~ (BytBx + 4B, %)

P(Fraud) =

Logistic regression [18]: estimates fraud probability via the logistic function, It offers calibrated
probabilities for risk prioritization, though limited by linear decision boundaries that may miss complex
interactions. (Bo, B1, ..., Bn represents weighted coefficients while x1, Xz, ...xn represents feature values).

Feature space enrichment: unsupervised anomaly scores (from ECOD and CBLOF) are incorporated
as features, allowing supervised models to learn which anomalies align with known fraud labels from LEIE,
enhancing predictive power. This stage is crucial, as it validates anomalies with high precision, reducing false
positives by 63% compared to pure unsupervised methods, as noted in the introduction.

4. COMPARATIVE MODEL EVALUATION
4.1. Model strengths and operational contexts

Table 1 summarizes the strengths, limitations, and operations contexts of each model in our dual
framework, highlighting their complementary roles in fraud detection. The complementary nature of the
hybrid approaches becomes evident when examining each model’s performance characteristics. Here is the
analysis of strengths, weaknesses, and operational contexts. Each component serves a distinct role within our
framework. The unsupervised models (ECOD and CBLOF) cast a wide detection net, while the supervised
algorithms (C4.5 and logistic regression) refine anomalies into actionable, high-confidence predictions that
investigators can actually use.

Table 1. Comparative analysis of model performance and use cases

Model Key strengths Limitations Operational context
ECOD Detects global outliers across Less sensitive to local/specialty- Initial screening for systemic fraud
specialties; Robust to dimensionality specific anomalies patterns
CBLOF Captures specialty-specific anomalies;  Performance depends on cluster  Targeted specialty-specific auditing
Adapts to provider population clusters  quality; Requires domain
knowledge for k-selection
C45 Produces human-readable decision  Prone to overfitting on rare fraud  Audit case explanation and

Decision tree  rules; Captures non-linear  patterns; Branch  complexity regulatory documentation
relationships increases with data size
Logistic Outputs calibrated probability scores; Limited by linear decision Risk-based case prioritization and
regression Computationally efficient boundaries; Less effective for resource allocation

complex pattern detection
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4.2. Addressing class imbalance: empirical validation

As discussed in previous sections, handling class imbalance is a challenge as the dataset contains
only 0.017% of total claims. To evaluate the impact of class imbalance mitigation strategies, Table 2 presents
the performance of the C4.5 decision tree across different non-fraud-to-fraud ratios. Figure 2 compliments
this analysis by visually comparing the AUC performance acro the tested ratios, highlighting the 80:20 ratio’s
optimal balance. We tested four class distributions (non-fraud-to-fraud ratios) empirically, as shown in
Table 2. The 80:20 ratio reduced false negatives by 33% compared to raw imbalanced data while maintaining
computational efficiency.

Table 2. Class ratio impacts on C4.5 performance

Ratio AUC (C4.5)  False negative rate Key insight
50:50 0.872 0.301 Too many fraud cases slipped through due to overfitting the minority class
80:20 0.883 0.275 It caught 33% more fraud than raw data while keeping false positives manageable.
90:10 0.851 0.412 Too many missed fraud cases, risking operational failure.
ROC Curves
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Hybrid with 80:20 (AUC=0.883)

Hybrid with 90:10 (AUC=0.851)
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Figure 1. Validation results-80:10 vs 90:10 performance comparison

4.3. Validation and performance insights

The dual-model framework achieved an AUC of 88.3%, surpassing single-model approaches by
24%, as benchmarked against general machine learning performance metrics [19], [20]. Compared to prior
Medicare fraud detection studies, our approach significantly outperforms existing methods. For instance,
Brennan [2] reported AUCs ranging from 0.75 to 0.82 for supervised models on imbalanced Medicare data,
limited by high false negative rates (over 40%). Gresoi et al. [4] achieved an AUC of 0.79 using
unsupervised methods but lacked labeled validation, leading to higher false positives. Our hybrid framework,
integrating CBLOF and ECOD with C4.5 and logistic regression, reduces false positives by 63% compared
to standalone unsupervised methods, as validated against LEIE labels. This improvement stems from the
synergy of unsupervised anomaly detection, which identifies novel patterns, and supervised classification,
which refines predictions for actionable audits. The framework’s ability to process 2.1 million claims per
hour using parallelized GPU clusters further enhances its practical value, enabling real-time fraud detection
without overwhelming investigative resources. These results underscore the model’s scalability and
precision, offering a robust tool for safeguarding Medicare funds.

4.4. Future directions

This dual-model approach opens several paths for improvement. We could expand feature
engineering by tapping network analysis [21]-provider-beneficiary connections or referral patterns-to catch
coordinated fraud schemes like kickbacks. We could also test adaptive thresholding [22] (e.g., adjusting
anomaly cutoffs based on real-time fraud trends) to keep the model nimble as schemes evolve. Future work
could also integrate fraud detection with patient engagement analytics [23], [24] or chronic disease prediction
[25] to create a holistic healthcare protection system.
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5. CONCLUSION

Medicare fraud drains billions annually, threatening care for millions. Our dual-model framework-
melding unsupervised anomaly detection with supervised classification-offers a fresh, practical fix. By
pairing ECOD and CBLOF to spot new patterns with C4.5 and logistic regression to refine them, we've hit an
AUC of 88.3%, slashed false positives by 63%, and processed 2.1 million claims hourly. Features like charge
ratio, service velocity, and LEIE validation make it both sharp and scalable. While traditional methods falter
against evolving fraud and scarce labels, this approach adapts and delivers. It's a step toward safeguarding
public funds and ensuring Medicare serves those who need it most, with room to grow into an even more
potent tool.
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